[bookmark: _GoBack]3GPP TSG SA WG3 (Security) Meeting #84                                                   S3-161017
25-29 July 2016, Chennai, India
	
Source:	Thales
Title:	pCR for adding a key issue in 5.4 security area #4: RAN security
Document for:	Approval
Agenda Item:	8.6 Study on Architecture and Security for Next Generation System (FS_NSA)
Work Item / Release:	Architecture and Security For Next Generation System / Rel-14 
[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR proposes to add a key issue into the security area #4: RAN security (section 5.4.3.2)
Introduction 
This pseudo-CR applies to TR 33.899 [1] “Study on Architecture and Security for Next Generation System”. This contribution proposes a new key issue for Security Area #4: RAN Security and suggests adding this key issue into the section 5.4.3.2.
Most of the articles highlighting the flaws of security of mobile of every generation exploit the lack of protections of the radio air interface to retrieve sensitive data. 
In particular [1] uses low-cost radio device to perform several kinds of attacks over the air leading to denial of services and information leakage of user locations.
[2] details how IMSI are exposed and can be caught.
[3] highlights the different flaws of EAP-AKA protocols that can be exploit for different kinds of attacks concerning authentication and privacy.
[4] and [5] recall the main known threats that can occur on public Radio AccessTechnology (LTE and others)
As a consequence, it is expected from the next generation system to better protect sensitive data that are exchanged during signalling protocols over the radio air interface.
That is why this contribution proposes to introduce a key issue called “Protection of transmission of sensitive data over the radio air interface” to tackle this issue.
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In all GSM/GPRS, UMTS and LTE, sensitive data exchanged in signalling messages are sent over the radio air interface (called Uu interface in LTE). In some cases, no protections are applied on the transmission of such information. 
New mechanisms for protecting these key exchanges could enhance the security in the next generation system by preventing their interception by malicious systems. These techniques can be used and adapted to each use cases or their related categories (IoT, critical communications, eV2x, etc.) defined in [7]. 
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The lack of protection of some signalling messages facilitates the task of attackers. Sensitive data can be intercepted and decoded over the air interface, and further exploited for tracking or monitoring.
Hence, the disclosure of the permanent or temporary identifiers of a subscriber or a device (IMSI, TMSI, IMEI, IMESISV) is one of the main threat regarding the privacy of a subscriber.
The disclosure of some authentication parameters and messages can threat the confidentiality of the radio access and the identity check of the subscriber and the network. Especially, some early access messages are transmitted in clear text. These messages and their sensitive data can be intercepted, decoded, and even modified by malicious systems over the air interface.
The disclosure of some cipher parameters and messages can threat the confidentiality of user data.
In general, any disclosure of signalling for network access is a potential vulnerability regarding denial of service attacks that can prevent the good establishment of services in the next generation system.
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